
Fail2Ban is an essential security tool for Linux systems, designed to protect your server from brute-
force attacks and other types of malicious activities. It works by monitoring log files for repeated
failed login attempts or other suspicious behavior and automatically bans the offending IP
addresses by updating firewall rules. Fail2Ban is highly configurable, allowing you to define custom
filters, ban times, and actions based on the specific needs of your server.

On Debian 12 or 11, Fail2Ban can be easily installed and configured to enhance your system’s
security. Once installed, you’ll have access to a wide range of configuration options to tailor
Fail2Ban to your requirements. Additionally, understanding how to view logs and manually ban or
unban specific IP addresses will give you greater control over your server’s protection. This guide
will walk you through the installation process and provide tips to help you get started with
configuring Fail2Ban, managing logs, and controlling IP bans on your Debian system.
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Before installing Fail2Ban, it’s essential to update your Debian operating system. This ensures that
all existing packages are up-to-date and that you are using the most recent versions of your
software. To update your system, run the following command in your terminal:

or if your are already connect as root then copy paste the below code
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Update Debian Before Fail2ban Installation

sudo apt update && sudo apt upgrade -y && sudo apt autoremove -y && sudo apt autoclean

apt update && apt upgrade -y && apt autoremove -y && apt autoclean



The sudo apt update command fetches the latest package information from the repositories, while
sudo apt upgrade upgrades the installed packages to their newest versions.

Fail2Ban comes included in Debian’s default repository, meaning you don’t need to add additional
repositories to install the software. To install Fail2Ban, use the following command in your terminal:

or if your are already connect as root then copy paste the below code

This command instructs the package manager (apt) to install the Fail2Ban package on your Debian
system.

After the installation, confirming that Fail2Ban has been installed correctly is essential. To do this,
run the following command:

This command will display the installed Fail2Ban version, which indicates a successful installation.
If the command is not running the try enable Fail2Ban service and start Fail2Ban service.
if it is continue NOT to start and EXIT with error then for the troubleshooting to fix it, and continue
the steps from here.

After the installation, Fail2Ban should be active and enabled by default. However, it’s always a
good idea to verify the service’s status to ensure it is running as expected.

To check the Fail2Ban service status, use the following systemctl command:

If your Fail2Ban service is not activated or running, you can start it using the following command:

or if your are already connect as root then copy paste the below code

Install Fail2ban

Install Fail2ban via APT Command

sudo apt install fail2ban -y

apt install fail2ban -y

Confirm Fail2ban Installation

fail2ban --version

Verify Fail2ban Service Status

systemctl status fail2ban

sudo systemctl start fail2ban



This command instructs systemctl to start the Fail2Ban service. If you also want to enable Fail2Ban
on system boot by default, use the following command:

or if your are already connect as root then copy paste the below code

Enabling Fail2Ban on system boot ensures that the service will automatically start when your
Debian server is rebooted, providing continuous protection without manual intervention.

To install UFW on your Debian system, run the following command in your terminal:

or if your are already connect as root then copy paste the below code

This command uses the package manager (apt) to install the UFW package from the Debian
repository.

After installing UFW, verifying that the installation was successful is essential. To check the
installed UFW version, run the following command:

This command will display the installed UFW version, indicating a successful installation.

or if your are already connect as root then copy paste the below code

systemctl start fail2ban

sudo systemctl enable fail2ban

systemctl enable fail2ban

Install UFW (OPTIONAL)

Install UFW

sudo apt install ufw -y

apt install ufw -y

Verify UFW Installation

ufw version

Enable UFW

sudo ufw enable



The command prompts UFW to start and configure to run on system startup. After running this
command, you should see an output similar to the following:

Firewall is active and enabled on system startup

This output confirms that UFW is active and will start automatically when your Debian server is
rebooted.

Upon a fresh installation sometimes Fail2ban is fail to start, below is a few step to fix it.

or if your are already connect as root then copy paste the below code

Then run this command:

or if your are already connect as root then copy paste the below code

Output:

[sshd]

backend=systemd
enabled=true

And I restarted it:

or if your are already connect as root then copy paste the below code

That's it your Done.

ufw enable

Troubleshoot

cd /etc/fail2ban

sudo cp jail.conf jail.local

cd /etc/fail2ban

cp jail.conf jail.local

sudo echo -e "[sshd]\nbackend=systemd\nenabled=true" | sudo tee /etc/fail2ban/jail.local

echo -e "[sshd]\nbackend=systemd\nenabled=true" | tee /etc/fail2ban/jail.local

sudo systemctl restart fail2ban

systemctl restart fail2ban
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