How to ldentify and Fix Bad
Sectors on Your Hard Drive

Guide: How to ldentify and Fix Bad Sectors on
Your Hard Drive (for Linux systems including
OpenMediaVault).

Download script

Online command to download and execute the script from online source.

curl -sSL https://docs.greenhome.stream/attachments/30 -o find fix bad sectors.sh && chmod +x

find fix bad sectors.sh && ./find fix bad sectors.sh

English Version

What are Bad Sectors? Bad sectors are parts of your hard drive that have become unreliable or
unreadable due to physical damage or data corruption. If bad sectors are not dealt with, they can
cause data loss or system instability.

Step 1: Identify Bad Sectors

e Use the Linux tool smartctl (part of smartmontools) to check the health of your drive and
see if there are any "pending" or "unreadable" sectors.

Example command:

sudo smartctl -a /dev/sdX

Replace /dev/sdX with your actual drive (e.g., /dev/sdc ).

e Look for the attribute Current Pending Sector which shows how many sectors are currently
unreadable but not yet reallocated.

e For a deeper scan of the disk surface, use badblocks to find bad sectors (non-destructive
read-only scan recommended):

sudo badblocks -sv /dev/sdX > badsectors.txt



This will scan your drive and save any identified bad sector numbers to badsectors.txt .

Step 2: Fix or Relocate Bad Sectors

e Hard drives automatically reallocate bad sectors by mapping them to spare sectors,
but only when the system writes to those sectors.

e You can force this reallocation by explicitly writing to the bad sectors using two
methods:

e Using hdparm to overwrite a specific sector:

sudo hdparm --write-sector [sector number] --yes-i-know-what-i-am-doing /dev/sdX

Replace [sector number] with the exact bad sector number and /dev/sdX with your drive. This
command forces the drive firmware to remap the sector if faulty.

1. Using dd to write zeros to the sector:

sudo dd if=/dev/zero of=/dev/sdX bs=512 count=1 seek=[sector number]

Also replace [sector number] and /dev/sdX . This will overwrite the sector and trigger reallocation if
needed.

e Repeat these commands for all bad sectors found by badblocks or shown in the SMART
report.

Step 3: Verify and Monitor

e After forcing sector writes, check your drive health again:

sudo smartctl -a /dev/sdX

e The number of Current Pending Sector should decrease and Reallocated Sector Ct may
increase, meaning the drive successfully remapped bad sectors.

e Keep backing up important data frequently — bad sectors often indicate a drive that's
failing and replacement is recommended.

Important Notes

e Always back up your data before attempting these operations, as writing to bad sectors
can cause data loss.

e Running destructive tests like badblocks in write mode ( -w ) erases all data — only do this
on empty or fully backed-up drives.

e If bad sectors keep appearing or increasing, it is a sign to replace your hard drive
promptly.



Ti eival ol Kakoi Topeic (Bad Sectors); Ot kako( Touei(g elvat meploxéc otov okAnpd d{oko mov
EXOLY YIVEL N a&LOTILOTEG 1 1N AVAYVWOLUEG AOYW QUOLKAG OOPAC N KATAOTPOPHG dedopEVWY. Av
dev avTIUETWMLOTOOY, Propel va MPOKAAETOLY aTWAELa 6edoUEVWY | aoTABELQ CLOTAPATOC.

e Xpnotwuomnoljote to epyaAeio Linux smartctl (U€pog Tou smartmontools) yla va eAéyEete
TNV vyeila Tov dlokou Kat va deite av vmdpyouvv "pending" i "Un avayvwolpol" TouEls.

Mopddelypa EVTOAAG:
sudo smartctl -a /dev/sdX

AVTIKATOOTAOCTE TO /dev/sdX UE TN OWOTH oLOKeLH Tov H{oKov oag (T.X. /dev/sdc ).

e Evtomniote TNV MapdueTpo Current Pending Sector TOUL EUPAVICEL TOV APLOUO TOUEWY TIOV
elval mpog To mapdv un avayvwolpol aAAd 6ev €xouvv akdua enavatonobeTnOel.

e [l TILO AETtTOPEPN €AEYXO, XPNOLUOTIOLOTE TO badblocks Yl odpwaon empdvelag 6{okov
(mpoTewvduevn avdAvon XwpiC KataoTpoPr deSOUEVWVY):

sudo badblocks -sv /dev/sdX > badsectors.txt

AuTé capwvel Tov 6(oKo Kal anmoBnkeDEL TOLG APLOPONC TWY KAKWY TOPEWY 0TO apxelo
badsectors.txt .

e OL okAnpol dlokol avtéuata petapépouv (reallocate) Toug KakoOG TOMEIG o€
€QEOPLKEC BEoeLg pbvo dTav yivel eyypa@Rn o avTolG.

e Mnopelte va avayKAoeTE QLTH TNV EMAVEKXWPNON YPAPOVTOC GUECA OTOLG KAKOOG
Topel(G pe 0O TPOMOULG:

e Mg hdparm YL VO EMAVEYYPAYETE EVAV CUYKEKPLUEVO TOMEQ:

sudo hdparm --write-sector [oap1Ou6G Touéa] --yes-i-know-what-i-am-doing /dev/sdX

AVTIKATOOTACTE TO [ap16pdéc touéal ME TOV aKPLB aplBud Topéa KOl TO /dev/sdX HE TN OLOKELA
Tou 6{okov oag. H evtoAr avth avaykdlel To firmware touv d{okov va KAveEL remap av 0 TOHEQC
elval KOTEOTPAUUEVOG.

1. Mg dd ylx va YpAYeTE PNOEVIKA OTOV TOMEQ:

sudo dd if=/dev/zero of=/dev/sdX bs=512 count=1 seek=[ap108udéc Touéa]

Eniong avtikataotAoTte Ta KATAAANAQ tedla. AvTté Ba avaykdoel To 6{oko va enavaTonoBeTHOEL
KaKOOG TOME(G.



e EmavaAdBete yia kKABe Kakd Topéa OV BPEOBNKE PE badblocks A ava@épeTal oTnv £€KBeon
SMART.

e MeTA TIG EVEPYELEG QLTEG, EAEYETE MAAL TNV Lyela Tov &lokov:

sudo smartctl -a /dev/sdX

e O 0plBUSOC Current Pending Sector TPEMEL va HELWOE( KoL 0 Reallocated Sector Ct va
avEnBel, mov onuaivel 6tL 0 B{oKOC EKaVE EMLTLYNUEVO remap 0TOUG KaKOUG TOME(C.

e Juvexiote va kKpatdte back up Ta onuavtikd cag dedopéva cuxvd, KaBWG n napovaia
KAKWY TOPEWY ouvBwe onuatodotel mw¢ o 6lokog apx(Tel va aTOTLYYAVEL KaL
OLVLOTATOL AQVTIKATAoTAON.

PPV VVVD PVVVVVV???7?

e [pwv KAVETE OMOLECONTIOTE EVEPYELEG, BNULOLPYAOTE avTiypagpa ac@aAeiag (backup)
TWv 6edouévwy oag, yati n eyypaer o€ KAKOUG TOPE(C umopel va TTPOKAAEDEL AMWAELX
debopévwv.

e H xprion tou badblocks ME €MAOYH EYYPAPAC ( -w ) Slaypd@el OAOKANPO TO MEPLEXOUEVO
ToL dlokov — va ylveTal pévo o€ Kevd N MARPWG a0PAALoUEVO B{OKO.

e Av oL kakol Topel(c avgdvovtal A napovatdlovtal Eavd, elvat anuddL 6TL MPEMEL va
QVTLKOTAOTACETE TOV HloKO.

Download the script find_fix_bad_sectors.sh

Attachment Link : find fix bad sectors.sh

Or create a new find_fix_bad_sectors.sh and copy/paste the below code.

#!/bin/bash

# Define device

DEVICE="/dev/sdC"

# Run badblocks to find bad sectors and save to badsectors.txt

sudo badblocks -sv "$DEVICE" > badsectors.txt

# Check if badsectors.txt is not empty
if [ -s badsectors.txt 1; then

echo "Bad sectors found, running hdparm commands..."
else

echo "No bad sectors found."


https://docs.greenhome.stream/attachments/22

exit 0

fi

# Read each sector from the file and execute hdparm command
while read -r sector; do
# Remove any whitespace or invalid lines
if [[ "$sector" =~ ~[0-9]+$ ]1; then
sudo hdparm --write-sector "$sector" --yes-i-know-what-i-am-doing "$DEVICE"
fi

done < badsectors.txt

Then make it executable by running the below command.

chmod +x find fix bad sectors.sh
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