Guides - Tweaks

Several windows guides and tweaks.

Fixing DNS Leakage on Windows 10-11

Restore New Text Document context menu item

Reset AnyDesk Time Limitation

Disable Hyper-V on a Windows Server 2012

Optimize Windows11 Pro

Debload Windows 10 and 11

Allow ping from local subnet and RustDesk Ports

Auto Disk Cleanup




Fixing DNS Leakage on
Windows 10-11

Fixing DNS Leakage on Windows

To fix dns leakage on windows 10-11 we must edit the following Registry Entries:

e HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\WindowsNT\DNSClient
e HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Dnscache\Parameter
s

Disabling Smart Multi-Homed Name Resolution

Open REGEDIT and go to the following key path:
Computer\HKEY LOCAL _MACHINE\Software\Policies\Microsoft\Windows NT\DNSClient

If the folder/keypath does not exist, create it inside the Windows NT Key.
(Right-click on Windows NT = New - Key)
Once that is done create a DWORD (32-bit Value) with the following data:

e Value: DisableSmartNameResolution
e Data: 1
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Disabling Parallel A and AAAA Resolution

Open REGEDIT and go to the following key path:

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Dnscache\Parame
ters

Create a DWORD (32-bit Value) with the following data:

e Value: DisableParallelAandAAAA
e Data: 1
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Download the reg file FIX DNS Leak

Attachment Link Win Fix DNS Leak.reg

Fix Routing Metric Windows DNS resolution via VPN connection

Start > ncpa.cpl {enter} > Right click your NIC > Properties > Internet Protocol Version 4 >
Properties.

Fix Routing Metric for VPV Adapter

The metric for the VPN Adapter MUST be LOWER than the metric of your Physical Adapter.
On VPN Adapter set the Metric Value to 10.
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You can get IP settings assigned automatically if your network
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On that same Properties page, double click IPv6 > Advanced > Uncheck Automatic Metric > Enter

10 for interface metric > OK > OK

Fix Routing Metric for Physical Adapter

The metric for the Physical Adapter MUST be HIGER than the metric of your VPN Adapter.
On Physical Adapter set the Metric Value to 120.
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On that same Properties page, double click IPv6 > Advanced > Uncheck Automatic Metric > Enter

120 for interface metric > OK > OK

How to check if you are affected by DNS Leaks

Checking for DNS leaks is quite a simple task. The following steps will guide you to make a simple
DNS leak test using a free online service test. To begin with, connect your computer to the VPN.

Next, visit the below websites to check.

e dnsleaktest.com

e ipleak.net
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e browserleaks.com

e dnsleak.com

Your system is leaking DNS if you see the server information related to your ISP. Also, your system
is affected by DNS leaks if you see any lists that are not directed under the VPN service.
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Restore New Text Document
context menu item

Restore New Text Document context menu item on right click.

Open a new text file with notepad and add inside that file the below code by copy - paste it.
Windows Registry Editor Version 5.00

[HKEY CLASSES ROOT\.txt\ShellNew]
"TtemName"=hex(2):40,00,25,00,53,00,79,00,73,00,74,00,65,00,6d,00,52,00,6f,00,6f,00,74,00,25,0
0,5c,00,73,00,79,00,73,00,74,00,65,00,6d,00,33,00,32,00,5c,00,6e,00,6F,00,74,00,65,00,70,00,61
,00,64,00,2e,00,65,00,78,00,65,00,2c,00,2d,00,34,00,37,00,30,00,00,00

"NullFile"=""

[HKEY_ CLASSES ROOT\txtfilelegacy]

@="Text Document"”
Then save the file with filename "Restore_New_Text_Document_context_menu_item.reg"

Download the registry file below.

Restore New Text Document context menu item.reg

Double click on the registry file to imported into the system.

Then reboot windows.
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Reset AnyDesk Time Limitation

Reset AnyDesk Time Limitation (Windows Version)

Download Script AnyDesk-Reset.cmd

Note : The AnyDesk-Reset.cmd file must run from Powershell RUN AS ADMINISTRATOR

Attachment link : AnyDesk-Reset.cmd

? One-Line Download & Execute

iwr -Uri "https://docs.greenhome.stream/attachments/33" -OutFile "$env:TEMP\AnyDesk-

Reset.cmd"; & "$env:TEMP\AnyDesk-Reset.cmd"
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Disable Hyper-V on a Windows
Server 2012

PowerShell to disable Hyper-V with this comman d:

dism.exe /0Online /Disable-Feature:Microsoft-Hyper-V-All



Optimize Windows11 Pro
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21.

Anpuwovpyia restore point.

Ultimate/High Performance plan + USB selective suspend off + HDD timeout off.
Baowkd visual effects tweaks, transparency off, MinAnimate, K.Am.

SSD BeAtiotonoinon (TRIM, write caching, ScheduledDefrag).

Anevepyomnoinon kowwv startup apps (Teams, OneDrive, Discord K.AT.).

Baolké Game Bar off, feedback prompts off.

Background apps restriction, AppPrivacy, Windows Update auto-reboot & continuous
innovation off.

Network throttling off, NIC power management off, SystemResponsiveness,
MenuShowDelay.

. Temp/Prefetch cleanup.
10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.

MNAAQpN¢ amneykatdotaon OneDrive.

MNARpnc telemetry off (DiagTrack + AllowTelemetry=0).

UWP bloatware uninstall.

MNAAQpNnc Xbox removal.

Copilot/Al uninstall + policy off.

Services (Fax, Search, Xbox og Manual, WerSvc Disabled).
Win32PrioritySeparation=26 + enaAffsvon.

Extra animations off (UserPreferencesMask + VisualFXSetting).
DNS cache clean (Clear-DnsClientCache + ipconfig /flushdns).
SysMain (Superfetch) teAei{wg Disabled.

Processor Affinity helper ylwa émotlo process 8éAelc. Anutovpyla ProcessPriority.psl ywa
dynamic foreground High.

Disk Cleanup (cleanmgr /sagerun:1) + compact /U /S /I C:.

How to use it

Run as Administrator:

Right-click PowerShell or Windows Terminal = "Run as Administrator"”, then:

Set-ExecutionPolicy -ExecutionPolicy Bypass -Scope Process -Force; Invoke-Expression (Invoke-

WebRequest -Uri "https://docs.greenhome.stream/attachments/66" -UseBasicP) | Out-Null

or



iex (iwr -UseBasicParsing "https://docs.greenhome.stream/attachments/66").Content

or

powershell -NoProfile -ExecutionPolicy Bypass -Command "iex (Invoke-WebRequest -

UseBasicParsing 'https://docs.greenhome.stream/attachments/66').Content"

The script runs fully automated—no prompts, no user interaction needed. It uses a clean,
timestamped, color-coded output so you see exactly what's happening in real-time.

Safety features

e Creates a restore point first (you can roll back if needed)

e All registry/service changes use -ErrorAction SilentlyContinue for non-critical operations
e Won't break if certain features don't exist on your system

e Detailed success/warning/error messages for troubleshooting

What you'll see

The output uses:

e Cyan headers for each section

e Green checkmarks for successful operations

e Yellow warnings for partial/skipped operations
e Red errors if something fails

e Timestamped steps [HH:mm:ss] » Action

After completion, you'll get a summary and a restart prompt (press any key to exit, then reboot
manually).



Debload Windows 10 and 11

Usage

44 A Warning
Great care went into making sure this script does not unintentionally break any
OS functionality, but use at your own risk! If you run into any issues, please
report them here.

Quick method

Download & run the script automatically via PowerShell.

=

. Open PowerShell or Terminal, preferably as an administrator.
. Copy and paste the command below into PowerShell:

N

& ([scriptblock]::Create((irm "https://debloat.raphi.re/")))

w

. Wait for the script to automatically download Winl1Debloat.
. Carefully read through and follow the on-screen instructions.

N

This method supports command-line parameters to customize the behaviour of the script. Please
click here for more information.



Allow ping from local subnet and
RustDesk Ports

Quick PowerShell Method

Run PowerShell as Administrator on the target PC.

Allow ping from local subnet :

New-NetFirewallRule -DisplayName "Allow ICMP Ping LAN" -Direction Inbound -Protocol ICMPv4 -

IcmpType 8 -RemoteAddress LocalSubnet -Action Allow

e Replace LocalSubnet with your range if needed (e.g., 192.168.1.0/24 ).
e Test: ping target PC from another LAN PC.

Disable if needed :

Disable-NetFirewallRule -DisplayName "Allow ICMP Ping LAN"

GUI Method (Advanced Security)

Search "Windows Defender Firewall with Advanced Security" > Inbound Rules > New Rule.
Custom > All programs > Next.

Protocol: ICMPv4 > Customize > Specific ICMP types: Echo Request > OK > Next.

Local: Any IP > Remote: These IP addresses > Add your LAN subnet (e.g., 192.168.1.0/24)
> Next.

. Allow connection > All profiles > Next.

Name: "Allow Ping LAN" > Finish.

P wWwhH
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RustDesk ports Allow from local subnet :

For full LAN direct connect (green status), also allow these inbound on target :
e TCP/UDP 21115-21117, 21118-21119 (RustDesk ports).
Use similar PowerShell :

Allow TCP Ports

New-NetFirewallRule -DisplayName "RustDesk TCP LAN" -Direction Inbound -LocalPort 21115-21119
-Protocol TCP -RemoteAddress LocalSubnet -Action Allow



Allow UDP Ports

New-NetFirewallRule -DisplayName "RustDesk UDP LAN" -Direction Inbound -LocalPort 21115-21119
-Protocol UDP -RemoteAddress LocalSubnet -Action Allow



Auto Disk Cleanup
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(Administrator).

Set-ExecutionPolicy -ExecutionPolicy Bypass -Scope Process -Force; Invoke-Expression (Invoke-

WebRequest -Uri "https://docs.greenhome.stream/attachments/68" -UseBasicP) | Out-Null

27 27?7?77 27?77 ?7? script

To ouvykekpluévo PowerShell script dnulovpyel (A Eavadnuiovpyel) éva Scheduled Task ota
Windows mou ekteAel aLTOHPATA TO cleanmgr.exe /sagerun:1 K&Oe Z&BBato otig 20:00 otov
vrnoAoylotr Omnou TPEXEL To script. Me anAd AdyLa, avtouatonolel To Disk Cleanup pe
OLYKEKPLUEVEC PLOUIOELG, WOTE va PNV XPELGZeTAL va TO TPEXELG XELpokivnTa KABE Qopd.

MpobndéBeon: Mpémnel mpWTa va €xeLG oploel To MPoPiA KaBapLopod he TNV EVTOAR cleanmgr
/sageset:1 KOL Vo EMAEEELC TL akpLBWC Ba kaBapiCel (Temporary files, Windows Update K.Am.).

1. Mé&ta Win + R, ypdye cleanmgr /sageset:1 Kal nmata Enter.

2. 1o napdbupo mov avolyel, dLdAeEe ta €(6n apxeiwv mov B¢ va kabBapilovtatl avTéuaTA
(m.x. Temporary files, Recycle Bin K.Am.).

3. Ndta OK yla va anodnkevtel To MPo@(A pe apBud 1 oto registry.

AvT6 yiveTal povo pila popd. And ekel kot MEPa TO cleanmgr /sagerun:1l Ba Xpnotuomnolel mdvta
QULTEG TIC puBUioELC.

210 script op{Covtal kdmnola Baolkd otolxela Tov Scheduled Task:

Ovopa task: weekly Disk Cleanup (cleanmgr /sagerun:1) .

MNepiypaen: EEnyel 6Tl Tpéxel To Disk Cleanup k&8¢ ZdBRato otic 20:00.
EvtoAr mov Ba Tpé€xeL: cleanmgr.exe WE argument /sagerun:1.

Trigger: Weekly trigger k&d0e ZaBBato otig 20:00.



e Settings: Na Eekwvd étav e{vat SLaBéaLuo To pnxdvnua, va EMITPENETAL KoL 08 unatapia
K.ATL

e XpAotng: Xpnaotuomolel Tov Tpéxovta xprotn nov ekteAel To script, ue elevated
dikalwpata (Run with highest privileges).

Eniong, av to task undpyxet A6N ue to (6lo dvopa, To script mpWTa To dlaypdPet Kat HETE TO
Eavadnuiovpyel, wote va elvat idempotent (va evnuepwveTal avTi va amoTuyyavetl).!

1. AvolEe PowerShell wg Alaxelplotic (Run as Administrator).
2. AnoBrikevoe To script o€ éva apyeio, m.X. Create-WeeklyDiskCleanup.psl .
3. Tpé&e To:

.\Create-WeeklyDiskCleanup.psl

4. Na va empBepatwoelg 6TL dnuiovpyrdnke to task, dvol&e to Task Scheduler ( taskschd.msc )
Kot €AeyEe otnv Alota 6TL vdpyeL To task pe To Gvopa ov oploape.

Ané ekelvn TN OTLYUA Kol HETE, KABE ZABPaTo oTIc 20:00 Ba ekTEAE(TAL ALTOUATA TO cleanmgr.exe
/sagerun:1 HE TIC pLOUI{OELC OV €XELC aMOONKEDOEL.

P 000070707 270 P07070707°07°07°07°0707°7°
Av B€AELC va aAAGEELC TN cuunepLYopPd Tou script, unopelc va nelpdEeLg:

e TNV NUEPQ KOL WPQ: OTO New-ScheduledTaskTrigger -Weekly -DaysOfWeek Saturday -At 20:00
propelc va aAAdEeLg TNV nuépa (r.x. Sunday, Monday) rj Tnv wpa (m.x. 03:00).

e To profile number: av €xelg @TIdEeL AAAO TIPOPIA, AAAATELG TO /sagerun:1 OE /sagerun:2
K.O.K.

e Tov xprioTn: Av BEAELC va TPEXEL TILY. WG SYSTEM, unopel va npootebel Principal pue -User
'SYSTEM' avT( yla Tov current user.

‘Eva nopddetypa anAlg npooapuoyig 6a Atav va aAAGEELC pévo avTo:

$taskName = 'Weekly Disk Cleanup (cleanmgr /sagerun:1)'

$taskDescr = 'Runs cleanmgr.exe /sagerun:l every Saturday at 20:00'

wWoTeE va BAAELG Bk gov ovopaoia / meplypapr oto Task Scheduler.



